Data Protection Policy — Starter Template (Charity)

Organisation Name: [Insert Charity Name]
Version: 1.0

Approved by: [Board / Trustees]

Date Approved: [DD/MM/YYYY]

Next Review Date: [DD/MM/YYYY]

Section A: Overview
1. Purpose of this Policy

This Data Protection Policy explains how [Organisation Name] handles personal data
and complies with UK data protection law. It sets out our responsibilities as a Data
Controller and the rights of individuals whose data we process.

We recognise that trust is fundamental to our work as a charity. How we handle
personal data directly affects our beneficiaries, supporters, staff, volunteers, and
partners.

2. Scope

This policy applies to:
o All staff, trustees, volunteers, contractors, and consultants
e All personal data processed by the organisation
o All systems, platforms, tools, and formats (digital and paper)

Compliance with this policy is mandatory.

3. Key Definitions
o Personal Data: Information relating to an identifiable living individual.

e Special Category Data: Personal data revealing health, ethnicity, religious
beliefs, or other sensitive characteristics.

o Data Subject: The individual to whom personal data relates.

e Processing: Any operation performed on personal data, including collection,
storage, use, sharing, or deletion.

« Data Controller: [Organisation Name].



Section B: Data Protection Principles

We process personal data in line with the UK GDPR principles. Personal data must be:

1.

2.

Processed lawfully, fairly, and transparently

Collected for specified, explicit, and legitimate purposes
Adequate, relevant, and limited to what is necessary
Accurate and kept up to date

Kept for no longer than necessary

Processed securely

Handled in line with individuals’ rights

Lawful Bases for Processing

We only process personal data where at least one lawful basis applies:

Consent

Contractual necessity
Legal obligation
Legitimate interests
Vital interests

Public task

The lawful basis used must be documented.

Section C: Data Subject Rights

Individuals have the right to:

Be informed about how their data is used

Access their personal data (Subject Access Requests)
Rectify inaccurate orincomplete data

Request erasure of data

Restrict processing



e Objectto processing
e Request data portability
e Challenge automated decision-making and profiling

Requests must be handled within statutory timescales.

Section D: Organisational Responsibilities
Governance and Accountability

¢ Overall accountability for data protection sits with the Board and Senior
Management Team.

¢ Anamed Data Protection Lead or Officer is responsible for oversight, advice, and
incident management.

Training and Awareness

All staff and volunteers must:
e Understand their data protection responsibilities
e Complete appropriate training

e Handle personal data in line with this policy

Section E: Data Security

We use appropriate technical and organisational measures to protect personal data,
including:

¢ Role-based access controls
e Secure storage and transfer methods
e Strong password practices and device security

¢ Regular review of access and permissions

Section F: Data Sharing and Transfers
Personal data is only shared where:
e Thereis aclear lawful basis

o Appropriate safeguards and agreements are in place



e Transfers outside the UK have adequate protection

Section G: Data Breaches

All personal data breaches or suspected breaches must be reported immediately to the
Data Protection Lead.

Where required, breaches will be reported to the Information Commissioner’s Office
within 72 hours and to affected individuals without undue delay.

Section H: Review and Maintenance

This policy is reviewed regularly and updated to reflect changes in legislation, guidance,
or organisational practice.



